NHOOPMAIMOHHAS ITAMATKA

JJIs1 OBYUYAIOIIIUXCA

C KaXIbIM TOJOM MOJIOJCKHA B MHTCPHETE CTAHOBUTHCS OOJIbIINE, a IIKOJBHUKH OJHU U3
CaMbIX AaKTUBHBIX IOJb30BaTened Pynera. Mexay TeM, HNOMUMO OrPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U MpoOJIeMbl. JTa MamsATKa JI0JKHA MOMOYb TeOe 0e30macHo
HaXOJUTHCS B CECTH.

KomnbrorepHbie BUpPYyChI

KoMmbroTepHblii BUPYC - 3TO pa3HOBUJHOCTh KOMIIBIOTEPHBIX MPOTPaMM, OTIUYUTEIHHON
OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosHeHue K 3TOMYy,
BUPYChl MOTYT TOBPEIUTh WM TIOJHOCTBIO YHHYTOXHUTH BcE (aiabl U JIaHHBIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblila 3alyllleHa 3apa)KxeHHasi Iporpamma,
a TaKKe MOBPEAUTh WINM JaK€ YHUUTOXXMTh OINEPAllMOHHYIO CHUCTEMY CO BceMHU (Qailamu B
1enoM. B 6obpIIMHCTBE CilydaeB pacipOCTpaHsSIOTCs BUPYChl Yepe3 UHTEPHET.

MGTO)II)I 3alIMTEI OT BPECAOHOCHBIX MMPOTrpaMM:

1. Hcrnonb3yli COBpPEMEHHBIE OIEPALMOHHBIE CHCTEMBI, HUMEIOIINE CEPbE3HBI YPOBEHb
3aIIMUTHI OT BPEIOHOCHBIX POTPaMM;

2. IlocrossHHO ycTaHaBnmuBai madtu (IUGPOBBIC 3aIlJIaTKA, KOTOPHIE aBTOMAaTUYECKH
YCTaHABIWBAIOTCS C IEJbI0 JOpPAa0OTKM TPOrpaMMbl) W JIpyrue OOHOBJICHUS CBOECH
omnepanroHHoN cucteMbl. CkaunBai UX TOJIKO ¢ oduimanbHoOro caita pazpaborunka OC. Eciamn
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. PaboTaii Ha cBOeM KOMIIBIOTEPE IO ITpaBaMH II0JIb30BATC/IA, 4 HE aAMHHHCTpATOpAa.
OTO HE IMO3BOJIUT 6OJ'IBH_II/IHCTBy BPCOAOHOCHBIX IIpOrpaMM HHCTAJUIMPOBATBECA Ha TBOEM
IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Mcnonb3yil aHTUBHPYCHBIC IPOrPaMMHBIC MPOJYKThI HM3BECTHBIX MPOU3BOIAMTENCH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuupb pU3NYECKUI TOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMII,

6. Vcnonb3yil BHENIHWE HOCUTENU WH(MOpMaluu, Takue Kak duienika, Tuck uiu (ain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBail KOMIbIOTEPHBIE (PaliiIbl, TOTyUYEHHBIE U3 HEHAIS)KHBIX UICTOUHUKOB. Jlaxe
Te (ailbl, KOTOphIE MPUCIai TBOM 3HaKOMBIN. JIydllle yTouHu y HEro, OTIPABIISI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 310 He BHJ nepenaun JaHHBIX, HE TEXHOJIOTHs, a BCETro JIHIIb OpeH 1, Mapka. Eie B
1991 rony Huzaepnanjackas koMmmnaHus 3apeructpupoBana Openn "WECA", uto o6o3Hauano
cnoBocouetanue "Wireless Fidelity", koTopblit mepeBoauTcst Kak "GecrpoBoiHAs TOYHOCTD'.



Jlo Hamero BpeMeHH jouuia apyras aOOpeBuarypa, KOTOpas SBISETCS TaKOH ke
TexHoJoruei. Oto abopeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JAHO C HAMEKOM Ha CTaHAAPT
BbIcIIel 3BykoBoi TexHuku Hi-Fi, uTo B mepeBoje o3HayaeT "BhICOKAs TOUHOCTH'.

Ja, OecruiaTHBIH MHTEPHET-IOCTYH B Kade, OTENnsX M a’dponoprax SBISETCS OTIMYHON
BO3MO’KHOCTBIO BBIXO/Ia B HHTepHET. HO MHOTHE AKCTIEPTHI CYUTAIOT, YTO 00meA0CTyHbIE Wi-
Fi cetn He sBisitoTCSt 6€30TIACHBIMH.

CoBetbl 110 0€30MaCHOCTH pabOThI B 00mIeN0CTyIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 WHpopManuio uepe3 obmemoctynubie Wi-Fi cern.
Pabotas B HHUX, KCJIAaTCIIbHO HC BBOAUTD IMAPOJIX JOCTYIIA, JIOTUHBI 1 KAKUC-TO HOMEPA,

2. Vcnonb3yih 1 OOHOBISN aHTHUBUPYCHBIE IpOrpaMMbl U OpaHamayep. Tem cambIM Tbl
obe3omacuirb ceds OT 3aKauku BUPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3oBanun Wi-Fi otkmoun ¢yaknuio "OOmmit poctyn k aiinam u
npuHtepam". JlanHas (QyHKIuUS 3aKpbITa MO YMOJIYAHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATENIN
AKTUBUPYIOT €€ JUIsl y100CTBa MCIOJIb30BaHus B paboTe min yuebe;

4. He ucnonb3yit nyomaumunbiii WI-FI ans nmepenaum JWYHBIX AAaHHBIX, Hampumep s
BBIX0/Ia B COLIMAJIbHBIE CETH WJIU B AIEKTPOHHYIO MTOUTY;

5. Hcnonb3yilt Tosbko 3amuiieHHoe coenuHenue yepe3 HTTPS, a we HTTP, t.e. ipu
Habope BebO-ampeca BBOAM UMeHHO "https://";

6. B moounsaOM Tenedone orkmoun pynkuuio "Tloakmouenue k Wi-Fi aBromatnuecku".
He momyckait aBToMaTH4YeCKOTO MOAKIIOUCHUS ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormacwusi.

CounajnHble CeTH

COHI/IaJ'IBHBIe CCTH aKTHMBHO BXOJAT B HAIly )KU3Hb, MHOT'UC JIFOJAU pa6OTaIOT H )KXUBYT TaM
IIOCTOsIHHO, a4 B Facebook YKE 3apCruCTpupoBaH MUJIIMApPA YCIOBCK, YTO ABJIACTCA O,Z[HOﬁ
CGHBMOﬁ BCEX JKUTEJICH IJIaHeTbl. MHOTrHMeE IOJIb30BaTelIn HE IIOHUMAKOT, 4YTO I/IH(l)OpMaI_II/IH,
pasMEIICHHAA MU B COOHATIBHBIX CETAX, MOXKET OBITE HaﬁI{CHa H HCII0JIb30BaHa KEM YroJgHoO, B
TOM 4YHCJIE HE 00513aTEIBHO ¢ OIaruMu HaMCpPCHUAMMU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COLIMaJIbHBIX CCTAX:

1. Orpannup cnucok apyzei. Y TeOs B JApYy3bsiX HE JOHKHO OBbITh CIIydalWHBIX H
HE3HAKOMBIX JIFOJIEH;

2. 3amuiail cBOO 4acTHYIO kM3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKICHUSA U APYTYIO JIMYHYIO HMH(OpMaIUio. 3J0YMBIIIJICHHUKM MOTYT HCIOJb30BaTh Jaxe
MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3amuinail cBOIO penyTaluio - AepKU €€ B UUCTOTEe M 3a/1aBail ceOe BOMPOC: XOTen Obl
ThI, YTOOBI JAPYTrHe MOJIb30BATENN BUAEIH, YTO Thl 3arpyxaenib? [logymaii, npexiae 4em 4To-To
OIyOJIMKOBATh, HAITUCATh U 3arpy3UTh;

4. Ecau ThI roBopuiib € JKOAbMH, KOTOPBIX HEC 3HACIIb, HC I/ICHOJ'IBS}/ﬁ CBOC pPCAJIbHOC UM
" JPpYT'yIO JJUYHYIO I/IH(I)OpMaI_II/II/II M, MECTO JKHUTCIILCTBA, MECTO y‘IC6BI " 1Ipouce;



5. N36erait pazmenienus dororpaduii B UHTEpHETE, T/I€ THI M300paKeH HA MECTHOCTH, 10
KOTOPOM MOXHO OIMPEACIUTh TBOE€ MECTOTIOJIOKEHHUE;

6. [Ipu perucTpanuy B COIMAIBHON CETH HEOOXOJMMO HCIIOJIB30BATh CIOXKHBIC MMApOIIH,
cocTosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. Jns coumanbHOM CEeTH, MOYTHl U JIPYTHX CAMTOB HEOOXOAMMO HCHOJIBb30BaTh pa3HbIE
naposid. Torga eciu Te0s B3710MarOT, TO 3JIOYMBIIIJIEHHUKH MOJIY4aT JOCTYII TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbTH

DONEeKTPOHHBIE JIEHBI'M - 3TO OYEHb YAOOHBIH CIOCOO IUIaTeXei, OJHAKO CYIIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT HNOJIYYHUTH O3TU ACHBI'U.

SHGKTpOHHI)IG JCHbI'U MOABHUIIMCH COBCEM HECIABHO W HMCHHO H3-3a 3TOTO BO MHOI'UX
rocyaapCrBax 10 CHUX IIOP HE NPOIHCAHO PO HUX B 3aKOHAX.

B Poccun sxe OHM (YHKIHOHUPYIOT U O HUX YK€ IPOMUCAHO B 3aKOHE, IJI€ UX Pa3elisioT
Ha HECKOJIBKO BHJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, 4TO aHOHHMHBIE - 3TO T€, B
KOTOpBIX pa3pemiaercs MNpOBOAUTH oOmepanuu 0e3 WAeHTU(UKAIUKU TOdb30BaTeNd, a B
HEAaHOHMMHBIX UACHTHU(UKALINS TOIb30BATENs SABISIETCS 0053aTENbHOM.

Tarke ciemyer pa3nuyarh 3JICKTPOHHBIE (HMATHBIC IEHBIW (PAaBHBI TOCYAAPCTBEHHBIM
BAJIIOTaM) | AJICKTPOHHBIC He(pUaTHBIC EHBI'M (HE PaBHBI TOCYIAPCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI 110 6€30MacHO paboTe € ANEKTPOHHBIMU JEHbIaMU:

1. IlpuBsoku K c4yeTy MOOWIBHBIN TenedoH. DTO camblii yIOOHBIM M OBICTPBIM CIOCOO
BOCCTAaHOBHUTH JIOCTYH K cuery. lIpuBsi3aHHBIM TenedoH TOMOXKET, eclii 3al0ynaenib CBOH
IJIATEeKHBIN MapoJib WK 3aiIelIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Vcnonb3yit oaHopaszoBbie mapoinu. [locne nepexona Ha yCHIIEHHYIO aBTOpU3AINIO TeOe
yKe He OyJIeT yrposkaTh OMAaCHOCTh KPayku WIIM MIepexBaTa IIaTeKHOT0 HapoJis;

3. BeiOepu cnosxHbIil naposib. [IpectynHukam OyaeT He MPOCTO YragaTh CIOXKHBINA Mapob.
HanexHbie maposu - 3TO mapoJik, KOTOpPbIE COJEP)KaT HE MEHEe 8 3HAKOB M BKIIIOYAIOT B ceOs
CTpPOYHbIE U TPONHCHBbIE OYKBBI, IUGPBHl U HECKOJBKO CHMBOJIOB, TaKM€ KaK 3HAaK JoJuIapa,
¢dyHTa, BOCKJIHMIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIC IaHHBIC Ha CaiiTaX, KOTOPBIM HE JOBEPSICILb.
JICKTPOHHAsI 10YTA

DJNEeKTpOHHAs MOYTa - 3TO TEXHOJOTHS U IMPElOCTaBIISIEMbIE €10 YCIYTU 0 HEepPEeChUIKE U
MOJIY4EHUIO BJIEKTPOHHBIX COOOIIEHHH, KOTOPbIE PACHpPENENSIOTCS B KOMIIBIOTEPHOM CETH.
OOBIUHO ~ DNEKTPOHHBIM  MOYTOBBIM  SMMK  BBIVISIAUT — CIEAYIOIIMM  oOpas3oMm:
UMS_TI0JIb30BATEeNA(@UMsL_JOMeHa. Takxke KpoMme Tepelaud IpOCTOro TEKCTa, HMeeTcs

BO3MO’KHOCTb IlepesiaBaTh (paiibl.

OcHOBHBIE COBETHI 10 0€30MAaCHO# paboTe C IIEKTPOHHOM MMOYTOM:



1. Hamo BbIOpaTh MpaBWIIBHBIM MOYTOBBIA CepBUC. B MHTEpHETE €CTh OTPOMHBIA BBHIOOD
OecIuIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIIe JOBEPSTH TEM, KOTO 3HACIIb U KTO NEPBHIA B
pEeUTHUHrE;

2. He ykaspiBail B JMYHOM mouTe JuuHyl0 HMHpopMmamnuio. Hampumep, snyuiie BeIOpaTh
"My3bIKanbHbIN _(haHaT@" wu "pok2013" BMecTo "Temal3";

3. Ucnonp3yil NBYX3TAMHYIO aBTOPU3AIMIO. JTO KOTJa MOMUMO MapoJisi HY>KHO BBOJUTH
KOJI, IpHUChLIaeMbIil o SMS;

4. BwiOepu CcHOXHBIA Tapoib. JIsi KakIOTo IMOYTOBOTO SIIUKA JOJDKCH OBITH CBOM
HAJIXKHBIM, YCTOMYMBBINA K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOKHOCTH HAIMCAaTh CaMOMY CBOM JIMYHBIM BONPOC, HCIOJIB3YH ITY
BO3MOKHOCTb;

6. Hcronb3yil HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBBIi Ui YacTHOM HEpenucKku ¢
azgpecaTaMH, KOTOPBIM Thl JIOBEpsCIIb. DTO 3JIEKTPOHHBIA aapec HE HAJ0 HMCIOJb30BaTh MpHU

peructpanuu Ha Gopymax U caitax;

7. He oTkpbIBaii (haiiel 1 Ipyrue BIOKEHUS B MUChMaX, JIa)Ke €CJIU OHU MPHIILINA OT TBOUX
npysei. Jlydine yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Paiiibr;

8. Ilocne okoHuaHus PabOTHI HA TTIOYTOBOM CEPBHUCE MEPE]] 3aKPHITUEM BKIIAJIKH C CAUTOM
He 320y HaXaTh Ha "Beriditu".

Kun0epOy/UIMHT WK BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynnunr - mpecienoBanue cOOOIMEHUSIMH, COIECPKAIIMMH OCKOPOJICHHS, arpecCHIo,
3alyruBaHue; XyJIUTraHCTBO; COLManbHOE OOMKOTHPOBAHME C MOMOIIBIO PA3IMYHBIX MHTEPHET-
CEpPBHCOB.

OCHOBHBIE COBETHI 110 OOPHOE C KHOEPOYIITUHTOM:

1. He Gpocaiics B 60ii. JIydmmii crioco0: MOCOBETOBAThCS KaK ceOsl BECTH U, €CIIH HET TOTO,
K KOMY MOXHO OOpaTuTbCs, TO BHAadaje YCIOKOUThCSA. Ecnu Tbhl HayHellb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUS, TO TOJILKO eIle O0JIbIIIe Pa30KKellb KOH(PIUKT;

2. Ypasisiii cBoelt kubeppernyramuei;

3. AHOHMMHOCTH B CETH MHHMasd. CYH_IGCTBYI-OT CII0COOBI BBIICHUTB, KTO CTOHMT 3a
AHOHUMHBIM dKKayHTOM;

4. He cTOUT BeCTH XYJIUTaHCKUII 00pa3 BUPTyallbHOM >kM3HU. VIHTEpHET (UKCUpYyeT Bce
TBOM JICHCTBUS U COXpaHsET UX. YAAIUTh UX OyJeT KpaiiHe 3aTpyIHUTEIbHO;

5. CoGumrof1aii cBOIO BUPTYAIbHYIO YECTh CMOJIOJLY;

6. Urnopupyit enuHuyHbIA HeratuB. OJHOPa30Bble OCKOPOUTENbHBIE COOOLICHUS JIyYllle
UrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa M,



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIICHUSMHU, B COIHAIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHUPOBKH OTIIPABKU COOOIIECHUHN C ONPEICIICHHBIX aPECOB;

8. Ecmum Te cBugerens kubOepOymuimHra. TBOM JAEHCTBHS: BBICTYIHTH TPOTHB
IpecieaoBaress, MoKa3arb €My, 4TO €ro JEHCTBUS OLEHUBAIOTCS HETaTUBHO, IOJJEP)KATh
KEpPTBY, KOTOPOH HYKHA IICHXOJIOTHYECKas IOMOIIb, COOOIIUTh B3pOCIHBIM O (hakTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoouibHblii TesedoH

CoBpeMeHHbIE CMapT(OHBI U TUIAHIIETHI COJIEPXKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIIHOHAI,
U Ternepb OHM MOTYT KOHKYPUpPOBATh CO CTAallMOHAPHBIMU KoMIbioTepamu. OHAKo, CpeicTB
3alUTHI A7 MOJ00OHBIX YCTPONCTB MOKa O4YeHb Maylo. TecTupoBaHHE M MOUCK YA3BUMOCTEH B
HUX TPOMCXOJUT HE TaKk MHTEeHCUBHO, Kak a1 IIK, To ke camoe kacaercss U MOOMIIBHBIX
MIPUIIOKEHHMN.

CoBpemeHHbIe MOOMIIbHBIE Opay3epbl yKe MPAKTHUYECKU JTOTHAIU HACTOJbHBIE aHAJIOTH,
OJIHAKO pacmupeHne (yHKIHOHAIA BJIEUET 3a CO00M OOJBIIYIO0 CI0XHOCTh W MEHBIIYIO

3allUIICHHOCTD.

Jlaneko He Bce MPOU3BOJUTENU BBIMYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOLIUE KPUTUYECKUE
YSA3BUMOCTH IS CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30MaCHOCTH MOOMIIBHOTO Tene(oHa:

Huyero ne siBnsieTcst mo-HacTosiemMy OecriaTHBIM. Byns octopoxeH, Beap korga tede
npearaiT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO MJIATHBIE YCIYTH;

Jymaii, mpexie yem oTrnpaBuTh SMS, ¢hoTo wim Buaeo. Thl TOUHO 3HACIID, TAC OHH OYAyT
B KOHEYHOM HUTOre?

Heo6xo01uMo 0OHOBIISATE ONEPAIlMOHHYIO0 CUCTEMY TBOETO cMapT(hoHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIsI MOOMJILHBIX Telle()OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPKATb
BpCAOHOCHOC ITPOTPaMMHOC 066CH€‘16HI/I6;

[Tocne Toro Kak Thl BBIMICHIL C CalTa, T/ BBOJAWI JUYHYHO WHGPOpPMAIMIO, 3aliy B
HacTpoiku Opaysepa u yaanu cookies;

HepI/IO,[[I/ILIeCKI/I HpOBepHﬁ, KaKHC IUIATHBIC YCIYT'H AKTUBUPOBAHBI HAa TBOEM HOMEPC,

JaBaii cBoit HOMep MOOHIBLHOTO TenedoHa TOMBKO JIOASM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEpsielIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTJa Thl UM HE TMOJb3yelibcs. He 3a0piBaii nHOTIA
MPOBEPSTH ATO.

Online urpsi



COBpeMeHHBIe OHHaﬁH-HFpLI - 9TO KpaCO‘-IHBIe, 3aXBAaThIBAKOIIINUEC paSBHe‘ICHI/Iﬂ,
00BEeTMHSIOIINE COTHU THICSY YEJIOBEK MO BceMy MHpPY. Vrpoku MccienytoT NaHHBIH UM MHP,
0OIIAIOTCS APYT C APYrOM, BBITIOTHSIOT 3aJaHUsI, CPAKAIOTCA C MOHCTPAMH H IOJIYYAIOT OTIBIT.
3a yIOBOJIBCTBHE OHHU TUIATAT: MOKYMAOT JHUCK, OIUIAYMBAIOT a0OHEMEHT WM TPUOOPETAIOT
KaKHe-TO OIIIUH.

Bce st cpeactBa HMayr Ha INOJNACp)KAHWE M Pa3BUTHE HWIPBI, a TAaKXKe Ha camy
0€301MIaCHOCTh: COBEPIICHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBITYCKAIOTCS HOBBIE MATYU

(umpoBbIe 3aMmIaTKy I IPOTPaMM ), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUrpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOMX COIICPHHKOB, CKOJIBKO KpaXXu
TBOCTO MMapoJisad, Ha KOTOPOM OCHOBAaHa CUCTEMA aBTOpHU3allnun OOIBITMHCTBA urp.

OCHOBHBIE COBETHI 110 0E30IIaCHOCTU TBOCTO HUI'POBOTO aKKayHTa:

1. Ecnu npyroit urpok BeneT ceds IJI0XO0 WM CO3AaeT Tede HEeNpPUSTHOCTH, 3a0J0KUpPYH
€r0 B CITUCKE HT'POKOB;

2. Tloxany¥ics aAMUHUCTPATOPAM UIPhI HA TUIOXO€ MOBEIAEHUE 3TOTO UTPOKA, KEIATEIBHO
MPUJIOKUATH KaKHUEe-TO JI0KA3aTENbCTBA B BUJIE CKPHUHOB;

3. He yka3sbiBaii tuuHyto uHGopMaluio B mpodaiine urpsl;
4. YBaxkail Apyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopuIUagbHbIE TATYH U MOJIBI;

6. Mcrionp3yi CIIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxe BO BpeMs WUrpbl HE CTOMT OTKIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOI
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT W Kpazka JUYHBIX JaHHBbIX

OOBIYHON Kpakell JIeHer M JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAWBHIINL, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTHH 3JIOYMBIIIJICHHUKHA TEPEeMECTWINCh B HHTEPHET, U
MPOI0JDKAIOT 3aHUMAThCS "TIOOMMBIM" JIeTIOM.

Tak mosiBUIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UILIWHT, TJIaBHAs I
KOTOPOTO COCTOUT B IOJIyYCHUU KOH(HICHIMATBHBIX JaHHBIX I0JIb30BATEICH - JIOTHHOB U
napoJieit. Ha anrmimiickoM si3bike phishing untaercst kak ¢uimar (ot fishing - peiOHas 0B,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPHOE € (PUIINHTOM:
1. Cnenn 3a cBoMM akkayHTOM. Eciiu Tbl mojj03peBaeliib, 4To TBOSI aHKeTa Obljia B3JIOMaHa,
TO HEOOXO0MMO 3a0JIOKMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO

CKOpEE;

2. Hcnonw3yii 6e30macHble BeO-CaThI, B TOM YHCIIE, HHTEPHET-Mara3uHoB M MOUCKOBBIX
CHCTEM;



3. Wcnonp3yii CIIOXKHBIE W pa3Hble mapoiu. Takum obOpa3om, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKHY 1TOJIY4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(i)I/IJIIO B CCTH, a HE KO BCEM,

4. Ecnu 1e0s1 B3jIOMaJIA, TO HEOOXOIMMO TPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
no0aBJeHBI Y TEOS B IPY3biX, O TOM, U4TO Te€Osl B3JIOMAaJH U, BO3MOXKHO, OT TBOErO UMEHU OyJeT
pacchUIaThCs CIIaM U CCHUIKU Ha (DUITUHTOBBIC CAUTHI,

5. Ycranosu HanexHsbli naposib (PIN) Ha MoOmIbHBIH TenedoH;
6. OTKJII0YM COXpaHEHHUE MapoJs B Opaysepe;

7. He oTkpbiBaii (haiisiel v Ipyrue BIOKEHUS B MUChMAaX, J1a)Ke €CJIU OHU MPHIILINA OT TBOUX
npyseit. Jlydie yrouHu y HUX, OTIIPABIISUTN JIM OHU TeOe 3TU (paiiiibl.

Hudposas penyranusi

Hudposas penyrauus - 3T0 HeTaTUBHAs WIM MO3WTHUBHAs MHQOpMAIUs B CETH O Teoe.
Kommnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOKET CEepbhe3HbIM 00pazoM
OTpa3uThCs Ha TBOEW peasnbHOM *u3HU. "lludposas penyranus" - 3TO TBOW UMMK, KOTOPBIN
dbopmupyetcs u3 nHpopMalu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHHE, 0COOEHHOCTH XapaKkTepa 1
pacckasbl 0 OJM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHor#e MOAPOCTKH JIETKOMBICJICHHO OTHOCSTCSA K IMyOJMKaIMU JIMYHOM mH(popMarmu B
WuTepHere, He MOHUMAsT BO3MOXHBIX MOCIEACTBHHA. ThI Jake HE CMOXKEIIb JA0TaaaThCs O TOM,
yto poTorpadus, pazmerieHHas S JeT Ha3a/l, cTajla MPUIMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapumn, pasmemnienue TBoux (ororpaduii u apyrue ASHCTBUS MOTYT HE HCUC3HYTh
Jla’ke MOCJIe TOTo, KaK Thl UX yJaIUIb. Thl HE 3Haellb, KTO COXPaHWI 3Ty HH(GOPMAILIKIO, Mormana
U OHa B MOUCKOBBIE CHUCTEMBbl M COXpPaHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAlT O Tebe
OKpYKaIoIllMe JIIOJU, KOTOpble HAlIyT u yBUIAT 3To. Haiitu nH(opManmo MHOTO JIET CIyCTS
CMOJKET JI000H - Kak U3 J0OpBhIX MOOYXKIACHW, TaK U C HaMEpPeHHEeM MPUYUHUTH Bpea. DTo
MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 1O 3alIuTC HHq)pOBOﬁ penyranun:

1. Tonymaii, mpexkae 4eM uTO-TO MyOJUMKOBaTh M IepelaBaTh y ceds B Onore Wiu B
COLIMAJIBLHOM CETH;

2. B Hactpoiikax npoduis yCTaHOBU OTPaHUYEHHUs HAa MPOCMOTP TBOETo MPO(UISL U €ro
COJZIEP’)KUMOT0, CIIENIall €ro TOJIBKO "UIs Ipy3en";

3. He pa3memait u He ykas3biBail mH(OpMAIINIO, KOTOpPAs MOMKET KOTo-IMO0 OCKOpOISATH
WA OOMXKATh.

ABTOpCKO€ NPaBo
CoBpeMeHHbIE HIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNN IM(POBOTO MpocTpaHcTBa. OHAKO

JaJICKO HEC BCC 3HAKOT, YTO IMOJB30BAHHMC MHOI'MMH BO3MOXXHOCTAMU I_II/I(I)pOBOI"O MHUpa Tpe6yeT
CO6J'IIO,Z[CHI/I${ IIpaB HAa UHTCIUICKTYaJIbHYIO COOCTBEHHOCT.



TepMuH "WHTEIUIEKTyalbHass COOCTBEHHOCTH" OTHOCHUTCS K pa3IU4YHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300peTeHUH U 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTh
Ha TpPOAYKTHl M YCIyrd, M 3aKaHuuBas KHUTaMmHu, (ororpadusiMu, KUHOPHIBMAMH H
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh HA IPOU3BEIECHUS
HayKH, JINTEpaTypbl U UCKyCCTBA. ABTOPCKHE IpaBa BHICTYAIOT B KAUECTBE rapaHTUU TOTO, YTO
MHTEIJUICKTYaJIbHBIA/TBOPUECKUN TPy aBTOpa HE OyIEeT HampacHBIM, JACT €My CIIpaBeIIMBBIC
BO3MOXHOCTH 3apa0OTaTh Ha pe3ysibTaTaX CBOEro TPYyAa, NOJYyYUTh U3BECTHOCTb U MPU3HAHHUE.
Huxkro 6e3 paspemieHust aBTopa HE MOKET BOCIIPOU3BOJUTE €ro MPOU3BENICHHE, PACIIPOCTPAHSITS,
myOJIMYHO JIEMOHCTPHPOBATH, IPOJABAaTh, HMIIOPTUPOBATh, IYCKaTh B IPOKAT, ITyOIWIHO
HCIOJIHATH, IOKAa3bIBaTh/UCIIONHATD B 3(upe Ui pazMeniaTtsh B IHTepHeTe.

Hcnonws3oBanue "muparckoro” MmMporpaMMHOTO OOECIEYeHHUs] MOXKET MPUBECTH K MHOTHM
pUCKaM: OT TIOTEPHU JAaHHBIX K TBOWM aKKayHTaM J0 OJOKHPOBKH TBOETO YCTPOWCTBA, TIE
yCTaHOBJICHA HeJlerayibHasi mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIC
1 OecrutaTHbIE MPOTPaMMBbI, KOTOPHIE MOXKHO HAWTH B CETH.

O nopraJe

CereBUYOK.p - TBOW TJIABHBI COBETYMK B CETHU. 37eCh Thl MOJXKEIIb Yy3HATh O
0€30MacCHOCTH B CETH TOHSATHBIM U JOCTYITHBIM SI3IKOM, a TP BO3HUKHOBEHHH KPUTHYECKOU
CUTyallMl OOpaTUTHCSA 3a COBETOM. A Takke MPHUHATH y4acTHE€ B KOHKypCax M CTaTh CaMbIM
M (POBBIM I'pakTaHUHOM !



